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Learning With Privacy in Consensus+Obfuscation
Paolo Braca, Riccardo Lazzeretti, Stefano Marano, and Vincenzo Matta

Abstract—We examine the interplay between learning and pri-
vacy over multiagent consensus networks. The learning objective of
each individual agent consists of computing some global network
statistic, and is accomplished by means of a consensus protocol.
The privacy objective consists of preventing inference of the in-
dividual agents’ data from the information exchanged during the
consensus stages, and is accomplished by adding some artificial
noise to the observations (obfuscation). An analytical characteri-
zation of the learning and privacy performance is provided, with
reference to a consensus perturbing and to a consensus-preserving
obfuscation strategy.

Index Terms—Consensus, Multi-agent systems, obfuscation,
privacy.

I. INTRODUCTION

THANKS to the ongoing progression of distributed pro-
cessing, as well as to the increasing availability of shared

resources, the computation of functions from dispersed pieces
of information is becoming an essential building block of many
modern information systems. In such a setting, a prominent role
is held byconsensusalgorithms, which are employed in multi-
agent networks to enable the distributed computation of linear
functions of the agents’ data, by means of cooperation between
neighboring network nodes [1]–[10].
The distributed computation paradigm implies unique chal-

lenges in terms of privacy, so as to make the traditional pro-
tection techniques helpless [11]. Indeed, while the learning
objective of each individual agent consists of computing
someglobalnetwork statistic, such an objective is accom-
plished by propagating across the network thelocaldata
owned by the agents, which one might want to keep pri-
vate. Therefore, the privacy objective consists of preventing
inference of the individual agents’ data from the informa-
tion exchanged during the consensus stages. In a nutshell,
one would like to compute a (global) function of the (lo-
cal, private) agents’ data, without letting each agent make
inference about the agents’ data themselves. The correct
management of these conflicting requirements is a crucial
task in several applications, which include medical diagnosis,
multimedia services, social networks, public safety, and defense.
In the realm of distributed consensus, some privacy-

preserving approaches have been recently proposed [13]–[18].
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These approaches mainly exploit the so-calledobfuscation
strategies, which are common practice in the well-established
frameworks of signal processing in the encrypted domain
(SPED), multiparty computation [12], and differential pri-
vacy [19]. At one extreme, independent (artificial) noise samples
are added to the individual agents’ data, and the consensus al-
gorithm operates on such obfuscated dataset [14]–[16]. As a
result, the noise increases the privacy and reduces the fidelity in
the computation of the global function. At another extreme, one
might introduce some dependence, in time (across subsequent
transmissions) and/or in space (e.g., across agents) among the
noise samples, in order to let the arithmetic average of the noise
samples vanish [17], [18]. In this way, the final consensus is
preserved (over an infinite time horizon), while the introduced
dependence might reduce to some extent the achievable privacy.
In order to capture such a tradeoff, it is crucial to observe
that the consensus algorithm cannot run forever, and must
bestoppedat a certain time. Even when the obfuscation noise
averages to zero, the finite time-horizon implies a residual error
in estimating the arithmetic average of the agents’ data.
In this letter, we provide an analytical characterization of
the interplay between learning and privacy for a consensus-
perturbing (see Section III) and for a consensus-preserving
(see Section IV) strategy. This characterization is summarized
by the privacy/learning curves in (10), (12), and (15).

II. PROBLEMFORMULATION

We consider a network of N agents that collect observa-
tions about a certain phenomenon. Theth agent’s observation
is denoted byθ, andθ=[θ1,θ2,...,θN]

Tis the ensemble of
observations, which is modeled as arandomvector, so as to
include the presence ofnoisymeasurements. The goal ofeach
agent is to learn the arithmetic mean of the observations,μ θ̄
(the notation̄vwill denote the arithmetic average of the en-
tries in vectorv), in a fully decentralized fashion, leveraging
local data exchange with its own neighbors. When such data
are transmitted uncovered, the privacy of the agent’s datum is
clearly not guaranteed. One commonly adopted strategy to add
some privacy is theobfuscationstrategy, where the observations
are masked byartificiallyadding some noiseω[14]–[18]. The
obfuscated dataset will be accordinglyx=θ+ω.
The network agents implement an averaging consensus pro-

tocol. Denoting bys(τ)=[s1(τ),s2(τ),...,sN(τ)]
Tthestate

vector of the network at stepτ=0,1,..., such a protocol
is [1]–[3]

s(τ)=W(τ)s(τ−1),s(0) =x,s(τ)
τ→∞
−→x̄=μ+̄ω

(1)
whereW(τ)is the (random) weighting matrix at timeτ, and
the convergence holds (in several different senses, see [1]–[3])
under suitable conditions on the network topology and weight-
ing policy. Equation (1) reveals that, while convergence to the
desired termμis obfuscated by the noisy term̄ω, the consensus
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algorithm can nevertheless be used to provide an estimate ofμ.
The estimate produced by theth agent at stepτwill be denoted
bŷμ(τ).
Since we are interested in the tradeoff between learning (the

ability of each agent to inferμ) and privacy (the protection
of the individual agents’ data), let us introduce the pertinent
performance indicators. To this aim, it is necessary to identify a
proper optimality criterion. In complying with the linear nature
of consensus, in this study, we choose the linear minimum mean
square error (LMMSE) criterion. The LMMSE in estimating a
variableξbased on a datasetdis denoted byLmmse(ξ|d),

and the corresponding optimal estimator byξ̂. The learning
ability of theth agent at stepτwill be measured in terms of
the average squared distance between the true value,μ, and its
estimate,̂μ(τ). We accordingly introduce as learning index the
error ratio

E
E[(̂μ(τ)−μ)2]

Lmmse(μ|∅)
=
E[(̂μ(τ)−μ̂)2]+Lmmse(μ|x)

VA R[μ]

(2)

where:1)the error is scaled to the prior error (LMMSE with no
data); and2)the second equality follows by the orthogonality
principle for LMMSE estimators. A high learning ability corre-
sponds to a smallE. In particular, the best achievable error ratio
for a given obfuscation policy isLmmse(μ|x)/VA R[μ]≤1,
which will be achieved if the estimateμ(τ)is able to repro-
duce the LMMSE estimator̂μasτ→∞.Clearly,ameaningful
learning regime requires that the achievable mean square error
is smaller than the prior error, implyingE<1.
Let us switch to the privacy indicator. Consider the case that

the observationθof theth individual agent must be estimated
by thekth agent. We consider the worst-case scenario that the
estimate must be produced based upon the whole obfuscated
datasetx. Clearly, thekth agent has at its own disposal also
the uncovered observationθk, as well as the obfuscation noise
sampleωk. We measure the privacy of an individual agent with
the same indicator, the MSE, used to measure the globallearn-
ingobjective. While there are many alternative, well-established
notions of privacy, (e.g., privacy based on equivocation, differ-
ential privacy), such a symmetric choice has gained increasing
attention [18], [20]. The privacy indicator of theth agent is
accordingly defined by the following LMMSE ratio:

P ,k
Lmmse(θ|{x−k,θk,ωk})

VA R[θl]
(3)

wherex−kdenotes the datasetx, deprived of thekth sam-
plexk. It is seen that0≤P ,k≤1. In particular, null privacy
(P ,k=0) corresponds to a perfect estimate of the underly-
ing observation (the numerator is zero), while perfect privacy
(P ,k=1) corresponds to the case that the error in estimat-
ingθis the same as if no information were available. Finally,
joining (2) and (3), a curveP ,k(E)is obtained, which will
represent the privacy achieved for a given learning errorE.
Assumptions. The vectorθhas covariance matrixCθ=I,
whereIis the identity matrix. The noise-vectorωis zero-mean,
uncorrelated withθ, with covariance matrixCω. The consensus
matricesW(τ)’s are independent and identically distributed
realizations of doubly stochastic matrices. The second largest
eigenvalue of the average matrixE[W(τ)W(τ)T]is strictly

less than one, a condition that correspond to a strongly connected
network, and that will, therefore, guarantee the convergence of
the consensus protocol [1]–[3].

III. CONSENSUS-PERTURBINGSTRATEGY

The first strategy is a simple jamming strategy where
Cω E[ωωT]=σ2Inamely, where the entries of the ob-
fuscation noise are uncorrelated with (common) varianceσ2.
We observe that, in general, we shall have ω̄=0, since
VA R[̄ω]=(1/N)σ2>0. Therefore, we see from (1) that
this obfuscation strategy isconsensus perturbing, since the
true arithmetic averageμis not recovered as time elapses.
The privacy indicator is immediately obtained, since the
entries ofθ, as well as the entries ofω, are uncor-
related, and so areθandω. Therefore, only the (ob-
fuscated) datumx is used by thekth agent to esti-
mate the th agent’s observation,θ, which implies [22]:
P ,k=Lmmse(θ|x)=σ

2/(1 +σ2). Concerning the learn-
ing behavior, in the forthcoming sections, we consider the
scenarios with and without prior information.

A.μ̂(τ)With Prior Information

Assume that the prior information useful to design LMMSE
estimators (i.e., the second-order characterization ofθ)isavail-
able to the agents. Calculating the LMMSE estimator ofμ
amounts to minimizing, over all the possible choices of the real

coefficientsα1,α2,...,αN, the errorE[(
N
=1αx−μ)

2].
From the latter formula, it is straightforward to show that [22]

μ̂ =
x̄

1+σ2
⇒Lmmse(μ|x)=

σ2/N

1+σ2
. (4)

Therefore, the consensus estimator in (1) must be scaled as

μ̂(τ)=
1

1+σ2
s(τ)

τ→∞
−→μ̂ (5)

yielding E[(̂μ(τ)−μ̂)2]=(1+σ2)−2[C(τ)], where
C(τ)=E[(τ)(τ)T]is the covariance matrix of the con-
sensus error-vector(τ)=s(τ)−1̄x, with1being theN×1
vector with all entries equal to one. Introducing now the matrix
A(τ)= 1

j=τW(j), from (1), we can write

s(τ)=A(τ)x⇒ (τ)=A(τ)I−
11T

N
x (6)

where the latter equality follows becauseA(τ)1=1. There-
fore, noting thatE[xxT]=(1+σ2)I, the consensus-error
covariance is readily evaluated as

C(τ)=(1+σ2)E A(τ)A(τ)T−
11T

N

Φ(τ)

(7)

which yields E[(̂μ(τ)−μ̂)2]=(1+σ2)−1Φ (τ). Using
the latter result and (4) in (2), and recalling the result obtained
for the privacy indicator, we get the following summary for the
consensus-perturbing strategy with prior information:

E=
NΦ (τ)+σ2

1+σ2
, P ,k=

σ2

1+σ2
.
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We see that the privacy indicator is an increasing function of
σ2, that is zero in the absence of obfuscation, and that tends to its
maximum value of unity when the obfuscation power increases
without bound. With regard to the inference performance, we
see thatE→σ2/(1 +σ2)asτ→∞. In view of (4), the limit-
ing error represents the performance of the LMMSE estimator,
which is expected since the estimatorμ̂(τ)has been just chosen
so as to converge to the LMMSE. We note also that, for finite
τ, even in the absence of obfuscation, an error ratioNΦ (τ)
is unavoidable. On the other hand, we know that an error ratio
greater than one makes little sense in terms of learning. We con-
clude that:1)the learning time,τ, must ensure thatNΦ (τ)is
smaller than one and2)the obfuscation power must ensure that
E<1, yielding

NΦ (τ)<E<1. (9)

Let us finally summarize the learning/privacy tradeoff by
computingP ,k(E). EnforcingE=Einto the first relation-

ship in (8) impliesσ2=(E−NΦ (τ))/(1−E). Inserting
such a value into the second relationship in (8) yields

P ,k(E)=
E−NΦ (τ)

1−NΦ (τ)
. (10)

B.μ̂(τ)Without Prior Information

As already stated, when no prior information is available, we
set̂μ(τ)=s(τ). Reasoning as in the previous section

E=(1+σ2)NΦ (τ)+σ2, P ,k=
σ2

1+σ2
. (11)

The comments about the latter two formulas are similar to
those made for the scheme with prior information, but for an
important aspect. Considering the error ratio, we here see that
E→σ2asτ→∞. This means that, as the obfuscation power
increases, the inference error increases without bound. Such a
behavior matches perfectly theuniversalnature of the estimator
adopted in the scenario without prior information. Indeed, with
extremely noisy data (largeσ2), the prior information would be-
come dominant with respect to the information contained in the
data. Thus, when prior information is available, the worst-case
inference performance can be achieved (E→1). In contrast,
when it is not, the presence of extremely noisy observations
leads to anunboundederror. From (11), we can also obtain the
privacy/learning curve

P ,k(E)=
E−NΦ (τ)

1+E
. (12)

IV. CONSENSUS-PRESERVINGSTRATEGY

The consensus-preserving strategy proposed in this letter em-
ploys aa singlenoise sample per each agent. Thus, the depen-
dence required to preserve consensus implies some coordination
among the agents, which can be guaranteed in several ways, de-
pending on the particular application. For instance, in a sensor
network, sensors can be equipped with their obfuscation noise
at the factory stage, or periodically, by a system manager; in
multiparty computation, the obfuscation noise can be generated

by a trusted third party. Similar operations could be performed
by means of a key-distribution algorithm during an initialization
stage, see, e.g., [23].
Consider a random vectorz, and set:E[z]=0,E[zzT]=

σ2I,ω=z−z̄. Basically, the obfuscation noise is generated,
from the auxiliary vectorz, by subtracting fromzits arithmetic
average. As a result, the arithmetic averagēωof the obfuscation-
noise vector is forced to be zero, which allows preservation
of consensus. The correlation properties ofzreveal that the

noise covariance isCω=σ
2(I−11

T

N ). Moreover, from the
condition̄ω=0, we reach immediately the important conclu-
sion:μ̂ =̄x=μ⇒Lmmse(μ|x)=0, which in turn moti-
vates the choiceμ̂(τ)=s(τ). Accordingly, we introduce the
error(τ)=s(τ)−1μ, and using the noise covarianceCω,we
getC(τ)=(1+σ2)Φ(τ), yielding

E=
E[(̂μ(τ)−μ)2]

VA R[μ]
=
[C(τ)]

1/N
=(1+σ2)NΦ (τ).

(13)
Let us move on examining the privacy indicator. To this aim,
it is expedient to address first the case that one has to esti-
mateθbased upon the whole datasetx,without knowing any of
the local observations contained inθ. For this particular case,
it is known that the covariance matrix of the LMMSE error

is: E (̂θ−θ)(̂θ−θ)T =Cθ−Cθ(Cθ+Cω)
−1Cθ=

I−(I+Cω)
−1=σ2/(1 +σ2)(I−11T/N), where the ma-

trix inversion has been performed by using the Sherman–
Morrison–Woodbury identity [21]. As a result, for this case,

we can write:E[(̂θ−θ)2]=σ2/(1 +σ2)(1−1/N).Let us
come back to the evaluation of the LMMSE errors relevant to
the privacy indicator in (3). Without loss of generality, assume
that agent1must estimate the observations of the remaining
agents, and accordingly, its dataset is:y=[ω1,x2,...,xN]

T,
whereθ1has been excluded since it is uncorrelated fromθand
x,for=1. It is convenient to introduce the alternative dataset

y= ω1,x2+
ω1
N−1,...,xN +

ω1
N−1

T
. Clearly, any linear es-

timator that can be constructed fromycan be constructed also
fromy. On the other hand, exploiting the form ofCωfor all
k=1we have:E ω1 ωk+

ω1
N−1 =σ2(−1/N+1/N)=0,

which implies (since the obfuscation is independent ofθ)
that theycan be expurgated ofω1, obtaining the equivalent

datasety = x2+
ω1
N−1,...,xN +

ω1
N−1

T
. Now, note that,

fork=1:E(ωk+
ω1
N−1)

2 =1−1/(N−1), while for=k

and, k=1E(ω+ ω1
N−1)(ωk+

ω1
N−1)=−1/(N−1).The

latter two equations reveal that the problem of estimating
θ2,θ3,...,θN from the datasety has, in terms of covariance,
the same structure as the problem of estimatingθfrom the
datasetx, but for the fact that the dimension of the problem
isN−1instead ofN. The privacy indicator can be therefore
evaluated as explained before, finally yielding

E=(1+σ2)NΦ (τ), P ,k=
σ2

1+σ2
1−

1

N−1
. (14)

With regard to the learning index, different from the
consensus-perturbing strategy,E→0asτ→∞. This matches
perfectly our intuition, since the consensus-preserving strategy
must allow the estimatorμ̂(τ)to reach thetrue
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Fig. 1. CurveP ,k(E). Different panels correspond to differentτ. Each

panel displays the performance of the three strategies examined in the work:
consensus-perturbing strategy with [(10), dashed] and without [(12), dotted-
dashed] prior information, and the consensus-preserving strategy [(15), solid].
The relevant parameters areλ=0.9andN= 100.

vacy index increases monotonically with the obfuscation power.
However, the limiting privacy value is now less than unity, and
is equal to1−1/(N−1). Interestingly, this limiting value cor-
responds to the LMMSE obtained when thekth agent tries to
estimate theth agent’s datumθby observing, along with its
own dataθkandωk, the arithmetic average of the observa-
tions. Such a result makes perfect sense because irrespectively
of the (large) value of the obfuscation-noise power, from the
obfuscated vectorxone can always computex̄=θ̄+w̄=θ̄,
namely, the arithmetic average is always accessible since it rep-
resents the information that we want to preserve through the
proposed strategy. Finally, joining the two equations appearing
in (14), we get

P ,k(E)= 1−
1

N−1

E−NΦ (τ)

E
. (15)

V. VISUALIZING THELEARNING/PRIVACYTRADEOFF

In Fig. 1, we display the privacy/learning curve for the three
strategies addressed in this study. Each panel corresponds to a
different number of consensus steps,τ, which increases from
left-to-right, top-to-bottom. In order to consider a meaningful
learning regime, we focused on the range in (9). We observe
from (10), (12), and (15) that the functional form ofP ,k(E)
will be independent of the specific value chosen for the term
NΦ (τ). Accordingly, the privacy/learning curves could be
in principle described by setting a certain valueNΦ (τ)<1,
without worrying about the physical meaning of such a term in
connection to the underlying network structure. On the other
hand, capturing the behavior ofΦ (τ)as regards its dependence
on the number of consensus steps is important to capturing the
dynamic evolution of the system performance. A simple though
revealing way to capture the consensus dynamics is offered by
the known upper boundΦ (τ)≤λτ, whereλis the second

largest eigenvalue of the matrixE[W(τ)W(τ)T], which is
strictly less than one by assumption [1]–[3]. Accordingly, we
replaceΦ (τ)with the upper boundλτ to highlight the
essence of the privacy learning tradeoff. Using this bound,
we can now set theminimumnumber of consensus steps so
as to cope with (9). Enforcing the conditionNλτmin =1we
get, but for round-off errors,τmin=−lnN/lnλ. Weare
now ready to examine in detail Fig. 1. By joint inspection
of the four panels, we see that, in agreement with (9), all
curves move leftward asτincreases. In particular, we observe
that the consensus-perturbing strategy with prior information
is always a line that joins the minimum-error/minimum-
privacy point, (NΦ (τ),0), with the maximum-
error/maximum-privacy point,(1,1). As another general
feature, we see in all panels that the consensus-perturbing
strategy without prior information performs uniformly (across
the error axis) worse than the other strategies. In fact, from (12)
and (15), we see that consensus-perturbation with no prior
outperforms consensus-preservation only ifE>N−2.This
inequality is verified only for the trivial casesN=1and
N=2, since we focus on the regimeE<1.
Let us start by examining the leftmost-and-uppermost panel
in Fig. 1, where the number of consensus steps,τ=1.1τmin,
is very close to the minimum valueτmin, namely, to the
obfuscation-without-learning zone. We see that the consensus-
perturbing strategy with prior information outperforms the
consensus-preserving strategy. Such a behavior will be ob-
served as long as the derivative of the consensus-perturbing
curve atE=NΦ (τ)is greater than the corresponding deriva-
tive for the consensus-preserving strategy. Using (10) and (15),
simple algebra reveals that the latter situation corresponds to:
NΦ (τ)≥(N−2)/(2N−3), a condition that identifies the
maximum learning time for which the consensus-perturbing
strategy is always superior. Moving on to the rightmost-and-
uppermost panel, the consensus-preserving strategy initially
outperforms the consensus-perturbing strategy with prior in-
formation. For a certain error, the two pertinent curves cross
each other, and the situation is reversed. Asτincreases (low-
ermost panels), the intersection moves rightward. Asτ→∞
(rightmost-and-lowermost panel), the consensus-preserving
strategy exhibits a uniform privacy equal to1−1/(N−1),
while the consensus-perturbing strategy with prior information
is a line joining the points0and1.

VI. SUMMARY

We have provided an analytical characterization of the learn-
ing/privacy tradeoff over distributed networks, for consensus-
perturbing as opposed to consensus-preserving algorithms. Our
analysis revealed that consensus preservation is not necessar-
ily beneficial, since its possible advantages depend on the time
available for learning. In the accurate learning regime, a sharp
difference is observed between the aforementioned approaches:
the consensus-perturbing strategy exhibitszero privacy

CMRE Reprint Series
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the consensus-preserving strategy achieves a privacy value close
(with a slight loss) to the maximum theoretical value of unit pri-
vacy. The slight loss is ascribed to the fact that, irrespectively of
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