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Abstract—Underwater Acoustic Networks (UANs) are widely
used in various applications such as climate change monitor-
ing, pollution control and tracking, tactical surveillance and
offshore exploration. However, limited consideration is given to
the security of such networks, despite the fact that the unique
characteristics of UANs make these networks vulnerable to
various malicious attacks. In this paper, we address future aspects
of how to improve security in UANs. We start by reviewing and
discussing the state-of-the-art security threats for underwater
networks along with their existing solutions. We then identify
the open research issues and challenges in the design of secure
protocols for communication in UANs. We propose innovative
approaches based on node cooperation, cross-layering, software-
defined cognitive networking and context-aware communication
in order to effectively provision new or strengthen existing
security frameworks in UANs. By using these approaches, we
address the problem of detecting malicious behaviours and rogue
nodes in order to address the major security issues in UANs.
We also investigate the use of a covert channel based detection
mechanism which needs to be considered when monitoring
or deploying UANs at sea. We believe that the issues raised
and future possible solution approaches proposed in this paper
will greatly help the researchers contributing towards fortifying
security in an inherently in-secure UAN.

Index Terms—Underwater acoustic networks, security, soft-
ware defined underwater networks, cross-layering, cognitive
notworks, context-aware security, DoS attacks.

I. INTRODUCTION

Underwater networks have been recognised as a key asset to
support monitoring the marine environment for scientific ob-
servations, commercial exploitation and military applications.
The maturity and reliability of underwater communication
technologies has grown rapidly in the last few decades [1].
The commercial and research communities moved from the
deployment of few underwater assets from the same manu-
facturer to networks composed by few tens of heterogeneous
nodes, including teams of cooperating autonomous underwater
and surface vehicles. Increasing the size and the complexity
of the network led to the problem of efficient delivery of the
data to and from the network nodes.

In the underwater environment, both radio and optical
signals are greatly attenuated, and acoustics remains the main
technology used for communications. Nonetheless, acoustic-
based solutions suffer from long propagation delays, low data
rates and several factors affecting the quality of the received
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signals (multipath, attenuation, etc.), which complicate the
implementation of reliable networks. Given the challenges im-
posed by the underwater acoustic channel, it has been clear that
trying to simply reuse what it has been done for the terrestrial
domain is not performing as expected. Many distributed and
ad-hoc solutions addressing channel reservation and message
routing have been therefore proposed for UANs in the recent
past. It is common understanding that there is no solution
fitting all the possible scenarios, since the communication
parameters (intrinsic and channel) may significantly vary in
space and time.

All aspects related to security have been however marginally
investigated (or not considered at all) leaving room for poten-
tial attackers, which might make a UAN unusable [2].

The properties of acoustic channels and underwater net-
works exposes UANs against a large array of malicious
attacks. Novel simple but scalable and efficient networking
security solutions have to be explored to increase the level
of flexibility and adaptation currently provided. To reach this
goal, and to overcome the limitations imposed by the existing
monolithic integrated modems and communications stacks,
a software defined networking system is needed with the
support for significant cross-layering, from physical coding
to routing and application. Accurate context awareness has to
be built at the node and network level to forecast in real-time
potential challenges and risks. In order to deploy an efficient
and sustainable UAN, security, reliability and robustness of
the communication have to be key metrics to be considered
in the decision of the different networking protocols and node
components. To the best of our knowledge, this is the first
paper that proposes the inclusion of new underwater security
techniques based on software-defined cognitive networks and
context-aware (or context-centric) networking. In addition,
we also describe the use of a covert channel as a detection
mechanism for revealing the presence of UANs in the target
sea area.

The rest of this paper is organised as follows: Section II
describes the state of the art of security for UANs. Future
research and way forward to achieve security in the underwater
domain is discussed in Section III. Finally, concluding remarks
are given in Section IV.
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II. ATTACKS ON UANS AND COUNTERMEASURES

In this section, we review the existing attacks along with the
effectiveness and feasibility of their corresponding defence
mechanisms proposed for UANSs. Instead of an in-depth survey
on existing attacks and their countermeasures in UANs, which
is already available in [3] [4], our focus will be on identifying
limitations in current solutions and provide future directions
to improve the security of UANs. In what follow we discuss
potential attacks in UANSs.

e The most common yet highly destructible Denial-of-
Service (DoS) attack is the jamming attack performed at
the physical layer. During a jamming attack, a malicious
node continuously floods the channel with illegitimate
signals in order to deny services to legitimate users.
In [5] [6], the authors introduce and analyse the effects
of jamming on UANs using real-world field tests. Due
to the way acoustic signals propagate underwater, the
existing approaches used in terrestrial sensor networks
for jamming detection and avoidance are less effective in
UANSs. Spread spectrum techniques are the most used
solution to counteract jamming attacks [7]. However,
these are susceptible to wide band and adaptive jamming.
Multi-path routing, used to avoid the jammed area of the
network [8] is difficult to implement due to the typically
sparse deployments of underwater sensors. Adaptive and
cooperative networking solutions are therefore required
to be combined with the waveform encoding techniques
and improve the security of the network.

o Other widely studied attacks in UANs are wormhole,
spoofing and sinkhole. In a wormhole attack, the collud-
ing attackers create a virtual high-quality tunnel between
two distant legitimate nodes making them believe they are
neighbours. In [9], the author uses a multi-dimensional
scaling technique, which allows each node to reconstruct
the network topology up to two hops, thus preventing
the wormhole attack. However, the dependency on secure
distance estimation (which could be difficult in UANSs)
limits its applicability. Another approach to mitigate the
wormhole attack is proposed in [10]. This uses the
direction of arrival (DoA) of acoustic signals for secure
neighbour discovery. The complexity and latency in true
neighbour discovery using DoA is high, thus consuming
the scarce network bandwidth and node energy.

o Location spoofing and sybil attacks are performed by
impersonating false location and identity. A secure pres-
sure routing protocol using cryptographic techniques,
implicit acknowledgements, geographic constraints and
randomisation is proposed in [11] to mitigate location
spoofing. In [12], [13], [14], [15], the authors present
a complete security suite to protect integrity and con-
fidentiality of received messages using cryptographic
based authentication, thus securing from internal attacks
such as spoofing, replay and sybil. However, the use
of encryption and authentication processes increases the
size of the communication messages, thus reducing the
limited network resources. Additionally, the network-
wide security key distribution and maintenance, along
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with the imposed geographic constraints, present a trade-
off between performance and resilience for the proposed
approach. Furthermore, the scalability of such solutions
are questionable due to high computational complexity,
energy consumption and overhead for the one-to-one key
and group key maintenance and distribution.

In a sinkhole attack, the adversary drops all or a selection
of the received data packets. To mitigate such attacks
in UANs multi-level trust and reputation based solutions
have been proposed [16], [17]. However, the trade-off
between the estimation of accurate trust values and the
introduced overhead should be considered carefully when
applying these solutions.

III. FOSTERING SECURITY IN UNDERWATER NETWORKS

In this section, we firstly identify the major challenges
that should be addressed to mitigate the UAN’s security
issues raised in Section II. We then proceed to discuss our
proposed approaches to improve the security. Based on our
literature review, we condensed various attacks on different
layers of the protocol stack along with their existing solutions
in Figure 1. We choose the distributed surveillance or mon-
itoring system as our reference UAN scenario. The network
consists of underwater sensor nodes deployed in the presence
of Autonomous Underwater Vehicles (AUVSs), surface stations
(static or mobile) bridging the underwater and the terrestrial
networks, and a command and control station (C2S). The C2S
can be placed onshore or on board of a ship. Commands and
data are transmitted in and out of the network. The AUVs can
be used for various purposes such as data muling, replacement
of damaged sensors, filling short-term connectivity holes and
adjusting the network topology to counteract to the on-going
attacks.

A. Challenges and future solutions

In order to provide strong security measures against various
internal and external attacks in UANs we present envisag-
ing solutions based on software-defined cognitive networking
with the support for cross-layering communications [18] [19]
and context-aware networking. Additionally, we investigate
detection mechanisms for UANs based on the use of covert
channels. The objective is to highlight how these detection
mechanisms can be explored (for both “good” and “bad”
nodes) to monitor the presence of acoustic nodes or networks
operating in an area of interest and to eventually lead to the
the culprit of an hypothetical leak of information.

1) Software defined cognitive networking and node cooper-
ation: The use of encryption and of more reliable and robust
waveforms at the physical layer can secure the communication
channel. However, as described in Section II, many other DoS
attacks can be conducted to make a UANs unusable. The only
way to detect and efficiently counteract several DoS attacks
is through the cooperation of the network nodes. The nodes
and cooperative network strategies need, however, to be able
to adapt to the changes in the environment, the status of the
system and the attacks, thus enabling a secure and reliable
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Figure 1: Security aspects on Underwater Acoustic Networks

data exchange in the best way possible. The trade-off between
the required level of security and the resources available at
the node and in the network needs to be considered. In order
to reach this goal, the use of monolithic integrated acoustic
modems and communications stacks is a significant limitation.
Novel communication and networking paradigms are therefore
required to increase the context awareness at the node and
network level. This will help to forecast and promptly react
to potential challenges and threats in the network. The use
of a software defined and cognitive system with the support
for a significant cross-layering interaction, from the physical
to the application layer, seems to be the way forward. Sep-
arately addressing secure actions at each layer of the stack,
as traditionally done in the Open System Interconnection
(OSI) stack, can lead to less secure and sometimes conflicting
overall strategies which can potentially result in an overall
degradation of the system performance. Sharing all the relevant
information across the stack would make possible to have
the different layers working as a single and coordinated unit.
This empowers each layer to adapt and react to the changes
and attacks occurring in the network. Having such a flexible
system in place would make possible the design of a cognitive
component (running in each node and on the C2S) that is able
to collect and process the provided cross-layer information
(about the node and the neighbourhood/network), thus leading
to a better picture of the status of the system. This component
can then use security as a key metric driving the actions
to perform in order to accomplish the required tasks, e.g.,
channel reservation, message routing, network coding, packet
fragmentation and re-assembling. Additionally, the use of this
cognitive component can ensure that the decisions and actions
taken at node level reflect the strategies and the needs of the
overall network.

To improve the efficiency of the described software defined
cognitive system, the cooperation of static and mobile nodes
is a key aspect to consider. Node mobility can be exploited
in a dynamic way to adapt the network topology according to
the on-going attack. This would allow to avoid the presence
of single points of failure and to enable efficient and energy-
saving data delivery in the network. Data muling solutions can

be explored to create mobile collection points, and to cover
connectivity holes in the network in the presence of attacks
such as jamming, sinkhole, and resource exhaustion. Through
the cooperation of the network nodes it is possible to monitor
and keep track of neighbour node operations when reserving
the channel and relaying messages. Relevant information can
be also shared across the network, if required, to increase the
overall context awareness at the network level. Unexpected
behaviours can then be detected. These include:

o Too many/few packets getting in/out of a node, repeated
transmissions of obsolete packets or repeated transmis-
sion requests addressed to the same node (replay and
resource exhaustion attacks);

o Continuous dropping of the received packets after re-
questing to be selected as relays (sinkhole attack);

« Fake advertising of a node as the best relay or continuous
forwarding of messages through the same node(s) while
other good relays are available (packet redirection);

o Nodes advertising themselves in different parts of the
network (sybil and wormhole attacks).

The use of software-defined networking (SDN) paradigm
to facilitate the development of next generation UANs is one
of the possible solutions to dynamically detect the above
mentioned malicious behaviours [20]. However, before using
SDN for UANS, one should look for research challenges, such
as energy-efficient routing (as sensors and AUVs have limited
energy resources), and robust and fault tolerant design for
control plane (as it alone is responsible for updating routing
tables and enforcing security policies in the network).

2) Security in multi-metric reputation systems: In a repu-
tation system [21], each sensor node keeps a reputation value
for all its neighbour nodes based on historical information
such as the success of the past transmissions. The accuracy
of such systems depends on the reliability of the collected
information and on the metrics used for trust estimation.
During the computation and assignment of reputation values to
the neighbour nodes, the following aspects should be carefully
considered: unreliability of underwater channels, possible in-
volvement of security attacks, energy consumption and node
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mobility. Security attacks, such as relay and wormhole attacks,
ensure that two far-away nodes falsely believe that they are
neighbours. These attacks disrupt the normal working of
reputation systems and create vulnerabilities. For example, a
node X falsely assumes, due to the presence of an adversary,
that node Y is its neighbour and select Y as next-hop for data
transmission. Later, when node X monitors Y, it finds out
that Y is not forwarding the received packets. Node X falsely
assumes that node Y might be a selfish node and assigns ¥ a
lower trust value in order to decrease its reputation.

The use of context-aware [22] based route discovery for
multi-hop transmissions in UANs can provide resilience to
relay and wormbhole attacks. Since underwater acoustic sensors
have a large transmission range (in the order of several
kilometres), the context in the proximity of two distant nodes
might not be similar in terms of depth, temperature, salinity,
conductivity and other external features (such as marine life,
rocks and boats). At the same time the structure of the
received signal is different across various links. Due the recent
advancements [23] in hardware technologies for underwater
sensors, collecting the aforementioned context information is
not a difficult task. Context information collected at a node
can be then used to verify whether the claiming node(s) are
in proximity (i.e. neighbours) during the context-aware route
discovery phase.

This way, context-aware routing can be used to develop
a secure reputation system that analyses the true neighbour
behaviour and reject routes that include suspected adversary
nodes. A node using the context information can check
whether the neighbour’s current behaviour is affected by a
nearby adversary or not before assigning a reputation value.

To increase the security and accuracy of the reputation
system, the use of cross-layer metrics needs to be integrated in
the process of estimating trust values for neighbour nodes. This
bridges the use of a context-aware network with the software
defined and cognitive component. Different trade-offs have to
be explored between the use of an increasing number of cross-
layer metrics and the introduced overhead and delays. Unlike
the reputation systems used for terrestrial sensor networks, the
following metrics should be considered in UANSs:

o Trust calculations for sensors as well as the data they
transmit (to handle data modification attacks);

o Unique characteristics of acoustic links such as multipath
structure, packet error rate or link loss rate;

o Credibility of the third party recommendation (in cases
where indirect trust measurements are included in the
reputation system).

3) Adaptive monitoring and secure deployment techniques:
When deploying a UAN, in some cases one may want to
keep the network undetected (e.g. military, coastguard and
homeland security applications). In other cases, there is no
need to remain incognito and ensuring secure communications
is enough (e.g. scientific and industrial applications). One
possible method that can be exploited for the detection of
unknown UANS is the use of covert channels (i.e., leveraging
the functionalities of covert channels for identifying unknown
UANSs). A covert channel is a communication channel that
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unintentionally leaks information about the primary commu-
nication system in a manner that violates the security policies
of the network. The acoustic waves used in UANs have a
certain impact in the environment (through sound pressure)
of the operational area, thus potentially affecting the presence
of marine life (e.g. increasing or decreasing the quantity and
movement frequency) in the area [24]. Assuming the use of
capable aerial unmanned drones patrolling the sea surface, one
can consider the possibility to visually detect such effects
without having hydrophones or instruments in water, thus
possibility identifying the existence of an UAN in the area
of interest.

Insecure deployment of UANs could leave potential vul-
nerabilities that can later be exploited by malicious nodes.
An example being an adversary or a group of adversaries
silently monitoring UAN communications without causing any
disruption (i.e. eavesdropping attack). This type of attack can
be accomplished, for example, by exploiting the use of fibre
optic cables running on the seabed [25]. These are affected
by the changes in the pressure caused by acoustic transmis-
sions. Other potential sources of eavesdropping attacks are the
monitoring observatories deployed at sea in ever-increasing
numbers. It is not uncommon to re-use operational areas for
experiments at sea, especially when detailed environmental
data required for the analysis of the collected results are
available. The presence of observatories and cables running
in the areas of interest, although not intended to be used
for malicious purposes, can pose a threat by enabling the
collection and recording of valuable operational data for long
periods of time, thus resulting in security leaks (i.e. replay
attack). Such attacks can be addressed by avoiding the reuse
of crypto-keys or shared secrets over time or masquerading
those.

IV. CONCLUSIONS

In this paper, we survey the existing security attacks along
with their state-of-the-art countermeasures and respective limi-
tations. We then propose new security paradigms for detection
and countermeasure malicious activities both from a generic
perspective and also considering specific use-case scenarios in
UAN:Ss. The main research challenges related to the cooperation
of mobile and static nodes in a distributed and ad-hoc way have
been addressed, together with the investigation of multi-metric
accurate reputation systems, secure deployment and adap-
tive monitoring techniques. Possible future solutions using
software-defined cognitive networks, context-aware routing,
cross-layer communications and covert channel has be pro-
posed and discussed. These research issues and the proposed
future solutions remain wide open for future investigations.
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research issues and challenges in the.design of secure protocols for. communication in UANs. We propose
innovative approaches based on node cooperation, cross-layering, software=defined cognitive networking
and context-aware communication in order:to effectively provision new or strengthensexisting security
frameworks in UANs. By using these approaches, we address the problem of detecting ‘malicious
behaviours and rogue nodes in order to address the major security issues in UANs. We also investigate the
use of a covert channel based detection mechanism-which-needs-to-be-considered-when-monitoring-or
deploying UANSs at sea. We believe that the issues raised and future possible solution approaches proposed
in this paper.will greatly help the researchers contributing towards fortifying security in an inherently in-
secure UAN.
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