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Toward the Development of Secure Underwater
Acoustic Networks

Chhagan Lal, Member, IEEE, Roberto Petroccia, Member, IEEE, Konstantinos Pelekanakis, Member, IEEE,
Mauro Conti, Senior Member, IEEE,andJõao Alves, Senior Member, IEEE

Abstract—Underwater acoustic networks (UANs) have been rec-
ognized as an enabling technology for various applications in the
maritime domain. The wireless nature of the acoustic medium
makes UANs vulnerable to various malicious attacks, yet, limited
consideration has been given to security challenges. In this pa-
per, we outline a hybrid architecture that incorporates aspects of
physical layer security, software defined networking, node cooper-
ation, cross-layering, context-awareness, and cognition. The pro-
posed architecture envisions strategies at the node as well as at the
network level that adapt to environmental changes, the status of
the network and the possible array of attacks. Several examples
of attacks and countermeasures are discussed while deployment
and functionality issues of the proposed architecture are taken into
consideration. This work is not intended to represent a whatsoever
proven solution but mainly to suggest future research directions to
the scientific community working in the area of UANs.

Index Terms—Cognitive networks, context-aware security,
cross-layering, denial-of-service (DoS) attacks, physical layer
security (PLS), security, software-defined underwater networks,
underwater acoustic networks (UANs).

I. INTRODUCTION

UNDERWATER networks have become an important area
of research with potential impact on a host of different ap-

plications, including monitoring and discovery of the marine en-
vironment, remote control of submarine oil extraction, coastline
protection, and critical infrastructure surveillance [1], [2]. In the
last decade, increasingly capable and reliable underwater com-
munication technologies have been made available to users and
researchers alongside the growth of the maritime robotics field.
The state of the art in underwater communications has evolved
from the deployment of few underwater communications assets
from the same manufacturer, to that of networks composed by
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few tens of heterogeneous nodes, including teams of cooper-
ating autonomous underwater and surface vehicles. The size
expansion and the complexity of the network led to the problem
of efficient delivery of the data to and from the network nodes.
Given the high attenuation of optical/radio waves in water,
acoustic waves are currently the most reliable means to com-
municate underwater over large distances. However, the use of
acoustic transmissions in water incurs several medium-specific
challenges, such as long propagation delays, low data rate, and
several temporal and spatial fluctuations affecting the quality
of the received signals (multipath, attenuation, ambient noise,
Doppler, to name a few), which complicate the implementation
of reliable networks.
Considering the challenges imposed by the underwater acous-
tical channel, it has become clear that trying to simply reuse
terrestrial solutions is not performing as expected. Many dis-
tributed and ad hoc solutions addressing channel reservation
and message routing have been therefore proposed for UANs
in the recent past [3]. From the wide spectrum of solutions, it
is safe to say that there is no solution fitting all the possible
scenarios, since the communication parameters (intrinsic and
channel dependent) may significantly vary in space and time.
Additionally, all aspects related to security have been marginally
investigated (or not considered at all) leaving room for potential
attackers, which might make a UAN unusable [4].
The properties of acoustic channels and underwater networks
exposes UANs against a large array of malicious attacks. Novel
scalable and efficient networking security solutions have to be
explored to increase the level of flexibility and adaptation cur-
rently provided. To reach this goal and overcome the limita-
tions imposed by the existing monolithic integrated modems and
communications stacks, a software defined networking (SDN)
system would be beneficial with the support for significant cross-
layering, from physical coding to routing and application. Ac-
curate context awareness at the node and network level can also
help to forecast in real-time potential challenges and risks [5].
Not only reliability but also security should be a key metric that
needs to be considered in the decision of the different network-
ing protocols and node components. We therefore propose the
inclusion of new underwater security techniques based on phys-
ical layer security (PLS), software-defined cognitive networks,
and context-aware (or context-centric) networking to build the
next generation of UANs architecture.
The rest of this paper is organized as follows. Section II
describes the state of the art of security for UANs, it includes the
attack vector, possible countermeasures and challenges. Future
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TABLE I
LAYERED-BASEDCLASSIFICATION OFSECURITYATTACKS,INFORMATION
SECURITYPRINCIPLESAFFECTED(CONFIDENTIALITY,AVAILABILITY,

INTEGRITY,AUTHENTICATION),ANDCOUNTERMEASURES
INWIRELESSNETWORKS

research and way forward to achieve security in the underwater
domain is discussed in Section III. In particular, this section
discusses the key elements to consider for the development of
a reliable and robust underwater networking system, including
aspects of PLS, cross-layering, cognition, node cooperation,
and context-awareness along with SDN paradigm to enhance
the communication reliability and security in the network.
Section IV describes the design and working methodology of
our proposed SDN-based UAN architecture, making use of the
aforementioned key elements. This section also describes po-
tential deployment challenges and issues of the proposed hybrid
architecture. Finally, concluding remarks are given in Section V.

II. ATTACKS,COUNTERMEASURES,ANDCHALLENGES
INUANS

The focus of this section is to identify limitations in current
security solutions and provide future research directions. The
interested reader is directed to [6]–[8], for an in-depth survey
of attacks and countermeasures in UANs. Following the radio
paradigm, Table I classifies the security attacks based on the
open systems interconnection (OSI) protocol stack as well as
according to the following information security principles:
1) confidentiality, i.e., information is concealed from unau-
thorized nodes;

2) availability, i.e., information must be available when it is
needed;

3) integrity, i.e., the contents of the transmitted data have not
been tampered with or modified;

4) authentication, i.e., reliability of information by identify-
ing its origin;

The most common yet highly destructive denial-of-service
(DoS) attack is the jamming attack performed at the physical
layer. During a jamming attack, a malicious node continuously
floods the channel with illegitimate signals to deny services to
legitimate users. In [9] and [10], Zubaet al.introduce and an-
alyze the effects of jamming on UANs using real-world field
tests. Due to the long and time-varying multipath of underwa-
ter acoustical channels, spread spectrum jamming mitigation

approaches used in the terrestrial domain are less effective in
UANs. Multipath routing, used to avoid the jammed area of the
network [11] is difficult to implement due to the typically sparse
deployments of underwater sensors.
Another widely studied attack in UANs is a wormhole. In a
wormhole attack, the colluding attackers create a virtual high-
quality tunnel between two distant legitimate nodes making
them believe they are neighbors. Wormhole attacks pose severe
obstacles in the discovery of any routes other than the wormhole.
In [12], Wanget al.use a multidimensional scaling technique,
which allows each node to reconstruct the network topology up
to two hops, thus preventing the wormhole attack. However, the
dependency on secure distance estimation is very challenging in
the underwater domain due to the relatively short time changes
of the sound speed and so it limits its applicability. Another
approach to mitigate the wormhole attack is proposed in [13],
which uses the direction of arrival (DoA) of acoustic signals
for secure neighbor discovery. The complexity and latency in
true neighbor discovery using DoA is high, thus consuming the
scarce network bandwidth and node energy.
Location spoofing and sybil attacks are performed by im-
personating false node location and identity (ID). These kinds
of attacks target multipath routing and topology maintenance.
A secure pressure routing protocol using cryptographic tech-
niques, implicit acknowledgments, geographic constraints, and
randomization is proposed in [14] to mitigate location spoofing.
In [15]–[18], the authors present a complete security suite to
protect integrity and confidentiality of received messages using
cryptographic-based authentication, thus securing from internal
attacks such as spoofing, replay, and sybil. Additionally, in [19],
Ibragimovet al.proposed an energy-efficient secure message
authentication code (MAC) protocol using counter with cipher
block chaining-message authentication code along with the ad-
vanced encryption standard techniques, to achieve data integrity,
confidentiality, data authentication, and replay attack prevention
in UANs. However, the use of encryption and authentication
processes increases the size of the communication messages,
thus reducing the limited network resources. Furthermore, the
scalability of such solutions is questionable due to high com-
putational complexity, energy consumption, and overhead for
the one-to-one key and group key maintenance and distribution.
The cryptographic technique and configuration parameters to
use should be carefully selected considering the tradeoff be-
tween performance and resilience of the system.
In a sinkhole attack, network traffic is directed into a node,
which typically advertises itself as a zero-cost node. The aim
of this attack is to drop all or a selection of the received data
packets. To mitigate such attacks in UANs, multilevel trust and
reputation-based solutions have been proposed [20], [21]. How-
ever, the tradeoff between the estimation of accurate trust val-
ues and the introduced overhead should be considered care-
fully when applying these solutions. Another possible attack is
represented by the silent monitoring of UAN communications
without causing any disruption, i.e., eavesdropping attack. In
some cases, the deployed UAN needs to stay undetected (e.g.,
military, coastguard, and homeland security applications) and
procedures have to be put in place to avoid the eavesdropping
by an adversary or a group of adversaries. Linget al.
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and Yang and Yang [23] exploit the benefits of direct-sequence
spread-spectrum (DSSS) modulation to achieve covert UAN
communications. On a similar note, Kulhandjianet al.[24] con-
centrate on the problem of securely transmitting a confidential
message in the presence of eavesdropping attacks by keeping the
communication covert but not undetectable. The proposed so-
lution relies on cooperative friendly jamming scheme, which is
implemented using code-division multiple access based analog
network coding.
It is clear that attacks at different layers will affect different

security principles and require different countermeasures. Inde-
pendent (layered) countermeasures could result in conflicting
requirements leading to network performance degradation. For
instance, the use of more robust waveforms at the physical
layer and more sophisticated encrypted transmissions can be
effectively used to secure the communication channel between
two nodes, however, many other DoS attacks (such as wormhole
or sinkhole) can render the network unusable. Recently, Martin
and Rajasekaran [25] proposed a possible way to detect and
mitigate DoS attacks in UANs by using information centric
networking (ICN) techniques. The ICN requires that each
node collects information about neighboring nodes and overall
nearby transmissions, and uses machine learning tools on the
collected information to identify possible malicious nodes.
Another approach to efficiently counteract the DoS attacks is
through the use of cross-layer information (see Section III-B).
For instance, information about the quality and reliability of the
underwater links need to be collected and provided at the upper
layers over time. Additionally, upper layers need to be able to set
key physical layer parameters (transmission rate, transmission
power, and modulation scheme) according to the protocol
strategies and to various metrics, such as data priority, lifetime
of the generated information, required quality-of-service (QoS),
node and network status and resources. However, cross-layer
solutions are challenged by the fact that current technology is
based on rigid, closed, proprietary all-in-one implementations
of acoustic modems, and protocol stacks. A promising way
forward is to develop a software-defined architecture (see
Section III-C) that will provide the required mechanisms
to share vital information among the different layers of the
stack.

III. FOSTERINGSECURITY INUNDERWATERNETWORKS

To provide strong security measures against various inter-
nal and external attacks in UANs, we present envisaging so-
lutions based on PLS, software-defined cognitive networking
with the support for cross-layering communications [26], [27]
and context-aware networking. Along this line, we propose an
architectural design for next-generation UANs and discuss its
potential in counteracting possible DoS attacks in the underwa-
ter domain (major features of the proposed design are displayed
in Fig. 1). The features shown in the lower part of the Fig. 1 are
mandatory for all the nodes in the proposed UAN design, while
the one shown in the upper part (i.e., dashed box) are optional.
Only a reduced set of nodes, equipped with more resources (i.e.,
controllers) will execute these additional tasks (all or a subset
of them).

Fig. 1. Major features running at the nodes depending upon their role(s) and
resources in the next-generation UAN architecture.

An underwater network composed by mobile and static nodes
(underwater and surface) bridging underwater and terrestrial
networks, and a command and control station (C2S) is con-
sidered. The C2S can be placed onshore or onboard a ship.
Commands and data are transmitted in and out of the network.
The proposed underwater network can be employed in various
operational scenarios, including distributed surveillance, and
monitoring systems. When available, mobile surface, and un-
derwater nodes can be used for various purposes such as data
muling, replacement of damaged sensors, filling short-term con-
nectivity holes, and adjusting the network topology to counteract
any on-going attacks.
In what follows, we discuss the main security concepts, the
design and the challenges of the proposed architecture.

A. Physical Layer Security
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Security of information (authentication, confidentiality,
and privacy) is typically handled by a higher-network-layer
utilizing crypto-based methods. However, increasing the key
length and/or the frequency of the key updates are not viable
solutions in UANs due to the severely limited bandwidth avail-
able. In addition, any cryptographic algorithm is at stake with
the advent of quantum computers [28].
A fundamentally different approach to security has emerged
from the area of information theory under the term PLS. It re-
lies on the characteristics of the physical layer, i.e., the channel
itself, to provide confidentiality. The generation of a secret key
among two legitimate users through public conversation is pos-
sible even when the communication channel among the latter is
worse than the eavesdropper’s [29]. Information-theoretic ap-
proaches for key generation based on sharing a common source
of randomness, e.g., impulse response of the reciprocal chan-
nel, frequency selectivity, received signal strength, to name a
few, in the wireless channel can be found extensively in the
literature [30], [31]. In [32], secret keys are obtained by direct
sampling of the channel impulse response. In [33]–[35], delay
profiles of ultrawideband channels are processed for key genera-
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TABLE II
PACKETFORMATFORSECUREUANS

Header Packet sequence number Payload

Nonencrypted Encrypted

Fig. 2. Physical layer key management protocol.

tion. The impact of sparsity on the secret key capacity is studied
in [36]. In the underwater domain, Luoet al.[37] investigated
secret key generation exploring the received signal strength,
while in [38], a protocol that generates secret keys dynamically
based on the channel frequency response is proposed.
Based on the reciprocity theorem, our idea is to exploit the

unique multipath characteristics between two nodes to generate
a cryptographic key. Let us assume that the packet structure is
composed by three parts: header, sequence number, and pay-
load (see Table II). The header is used for synchronization and
channel estimation purposes. The sequence number is used to
prevent replay attacks and becomes an integral part of the key
generation process. The payload carries the data. The key is
independently generated between the receiver and the transmit-
ter and is the combination of a measured channel multipath
metric and a pseudo number. This multipath metric is fed to a
k-bit quantizer. To further enhance the randomness of the key, a
pseudorandomm-bit string is appended at the end of thek-bit
channel metric. The pseudorandom bit string is a function of the
packet sequence. The key length,k+m, dictates the strength
of the encryption against a brute force attack. The possibility
to add (e.g., by performing XOR addition) the physical-layer
key into state-of-the-art cryptographic techniques (e.g., Galois
counter mode [39]) for enhanced security can be considered.
For example, let us assume that (authenticated) node Bob is

requesting to secretly talk to (authenticated) node Alice. The key
negotiation protocol between Bob and Alice is seen in Fig. 2.
First, Bob sends an unencrypted packet. Second, Alice mea-
sures the multipath metric of the link from the header, generates
keyA and sends an encrypted packet based on that key. Third,
Bob measures the multipath metric of the link and generates
keyB. If keyA=keyB, successful packet decryption is possible
otherwise Bob transmits an unencrypted packet.
It is vital that the considered multipath metric remains in-

variant for a period longer than the time of a two-way com-
munication transaction. From Fig. 3, there is evidence that a
metric depending only on the relative multipath delays could

Fig. 3. Snapshots of a shallow water time-varying channel response. The
x-axis shows multipath delay, they-axis shows absolute time, and thez-axis
shows the channel amplitude in linear scale. The black horizontal lines are
used to visually separate different transmission times. The data processed here
was recorded during REP16-Atlantic at-sea trial on July 21, starting at 8:28
coordinated universal time (UTC).

serve our purposes. This figure was generated after process-
ing four transmissions of a 10-s-long binary phase-shift keyed
(BPSK) channel probe (9.6–15.3 kHz) though a shallow water
channel (100-m depth). After stacking the respective channel
responses in time, one observes that the total reception interval
lasts about 4 min (234 s). The 0-ms delay corresponds to the
fastest arrival and the observed multipath spread is about 55 ms.
Note that the multipath delay (not the amplitude) structure be-
tween the two nodes remains constant for a period of 4 min,
which is long enough to cover a typical two-way communi-
cation transaction. In the unfortunate event of rapid multipath
delay fluctuations, an exception rule accounting for the maxi-
mum time allowed for a key confirmation can be implemented.
If that maximum time elapses, the nodes must revert back to
the previously established key. In case the nodes did not man-
age to establish any key, a preinstalled common key will be
applied.

B. Cross Layering
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Recent trends in protocol design show that cross-layer tech-
niques can impact protocol performance positively, especially in
networks with limited resources and/or deployed in challenging
environments, such as UANs [40], [41].
Separately addressing secure actions at each layer of the stack,
as traditionally done in the OSI stack, can lead to less secure and
sometimes conflicting overall strategies, which can potentially
result in an overall degradation of the network performance.
Sharing all the relevant information across the stack would make
possible to have a better picture of the status of the network and
to have the different layers working as a single and coordinated
unit. This empowers each layer to adapt and react in the best way
possible to the changes and attacks occurring in the network. The
use of physical layer information about the quality of the links
to reach neighbor nodes (in terms of signal-to-noise ratio, bit
error rate, to name a few) is a key element for the selection of the
modulation and coding scheme to use, according to the required
transmission rate and the supported transmission power. Sharing
this information with the upper layers of the protocol stack
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would make possible to adjust the use of control messages,1and
the selection of the next hop and route to follow for message
delivery. Similarly, the upper layers of the stack need to share
QoS data, e.g., message priority and maximum delivery time, to
drive the selection of lower layers parameters.
A possible way to implement this flexible exchange of in-

formation is through the definition of a cross-layer messaging
channel, as presented in [27] and [42]. This messaging channel
can be used by all modules and layers, which are locally avail-
able on the underwater node, to share contextual data regarding
their operation and status. A publish-and-subscribe mechanism
can be adopted. Using this mechanism, each module can publish
individual messages on a variable, parameter or topic that may
be read by any module that subscribes to update for that infor-
mation. This mechanism automatically provides the published
data to the subscribed modules. Similarly, each module can no-
tify the other ones about the data it can provide and the data
are interested in. This makes possible to have all the modules
and layers informed about the full set of provided and requested
information and to better plan the activities to perform. This
publish-and-subscribe mechanism represents an efficient solu-
tion to have all systems components sharing the full picture
about the data that can be used to enhance the robustness and
security of the system [27], [42].

C. Software Defined Networking

The use of a rigid and inflexible communication system in
UAN imposes significant challenges when trying to adopt new
management services, communication designs, and network-
ing protocols. Additionally, it negatively affects the utilization
of resources, deployment cost, communication robustness, and
network security. In designing the next generation of UANs, the
use of a SDN paradigm is a promising way forward, enabling to
select in real time the most suitable communication protocols
to use at all the different layers of the stack, thus addressing
the lack of adaptiveness, security, and heterogeneity in current
underwater communication systems.
SDN enables the network control to be programmable and

the underlying infrastructure to be abstracted for applications
and network services. It was initially introduced for data center
networks for the purpose of efficient management and process-
ing of the huge amount of data generated in such networks [43].
Latter, SDN has been extended to support the next-generation
wireless networks, such as Internet of Things [44] and 5G [45].
Recently, for the first time in [46], Akyildizet al.discussed an
SDN-based next-generation architecture for underwater com-
munication systems called “SoftWater.” SoftWater architecture
shows that the use of SDN techniques can easily incorporate new
underwater communication protocols, thus maximizing network
capacity while achieving network robustness and energy ef-
ficiency. However, the work uses few bold assumptions such
as resourceful sensor nodes, and specialized hardware devices.
Furthermore, the proposed SoftWater architecture partially cov-
ers the analysis of the critical issues such as routing, security,
energy efficiency, and deployment feasibility.

1The use of control messages can be more intense over reliable links, while
it could introduce a bottleneck over less reliable links.

D. Cognition

Selecting the best way to communicate among possible solu-
tions has been widely addressed in terrestrial RF transmission
systems with the use of software defined radio and cognitive ra-
dio systems. In simple terms, cognitive radio is the smart engine
behind the configuration of the software defined radio system. It
consists in the capability to decide how to program and configure
dynamically the radio transceiver to use the best available wire-
less channels. Very little work has been published on applying
the cognitive radio paradigm to the underwater acoustical chan-
nel. Adopting such a solution would have a significant impact
on the capability to select appropriate modulation methods and
receiver parameters that will maximize the usable bandwidth.
Recent at sea experiments in [47]–[49], have shown the capa-
bility to perform adaptive modulation for underwater acoustical
channels. Pelekanakiset al.in [47] focused on single-carrier
modulation and a machine learning approach based on decision
trees is used. In [48], the focus is on orthogonal frequency-
division multiplexing (OFDM) and different modulation and
power levels are achieved based on efficient channel estima-
tion and prediction. In [49], a modem with real-time adapta-
tion between OFDM and DSSS was implemented and tested
in a lake environment. The above approaches pave the way for
smart, adaptable solutions to be employed at the physical layer,
offering reactive solutions to tackle the dynamic challenges of
the underwater acoustical channel.
While in the terrestrial domain the cognitive paradigm has
been adopted mainly on programming and configuring dynam-
ically the radio transceiver, recent works in UANs address a
more extended use of the cognitive component across the proto-
col stack. In [27] and [42], the use of decision modules at all the
layers of the communication stack is presented as a key com-
ponent to select the most suitable protocol to use, depending on
the channel and network conditions. In [50], a decision module
selecting the most suitable medium access control protocols is
presented.
With the design of more flexible and capable communication
solutions, cognitive modules can be used at the physical layer,
as well as for channel reservation, message routing, network
coding, packet fragmentation, and reassembling. All the cross-
layer information, collected locally at the node or coming from
the network, can be used to construct a better picture of the
status of the system. The cognitive component can then use this
information to configure the SDN modules and to ensure that
the decisions and actions taken at node level reflect the strategies
and the needs of the overall network. These decision and actions
have to consider security as a key metric, thus enabling a reliable
and robust data exchange in the network.

E. Context Awareness
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Context-aware solutions [51] aims at exploiting the context
in the proximity of a node, when possible, to derive information
and similarities or dissimilarities about the network nodes. In
UANs, nodes deployed in different areas of the network that are
able to communicate using long range acoustic transmissions
(in the order of several kilometers) might not be similar in terms
of depth, temperature, salinity, conductivity, and other external
features (such as marine life and bathymetric profile), as shown

CMRE-PR-2019-050

5



Fig. 4. Context-awareness for neighbor verification.

in Fig. 4. Similarly, the structure of the received signal may be
different across various links.2This information can be used to
detect anomalies in the information transmitted by nodes that
claim to be neighbors, thus increasing the overall robustness and
security of the system.
One of the examples where context-aware based solutions

can be applied is the routes discovery process in a multihop
UAN. Context information collected at a node can be then used
to verify whether the claiming node(s) are in proximity (i.e.,
neighbors) during the context-aware route discovery phase. This
way, context-aware routing can identify the true neighbors and
reject routes that include suspected adversary nodes.

F. Adaptive Trust and Reputation Models

In a reputation system [53], each sensor node keeps a reputa-
tion value for all its neighbor nodes based on historical informa-
tion such as the success of the past transmissions. The accuracy
of such systems depends on the reliability of the collected infor-
mation and on the metrics used for trust estimation. During the
computation and assignment of reputation values to the neigh-
bor nodes, the following aspects should be carefully considered:
unreliability of underwater channels, possible involvement of
security attacks, energy consumption, and node mobility.
To increase the security and accuracy of the reputation sys-

tem, the use of context information and of cross-layer metrics
needs to be integrated in the process of estimating trust values
for neighbor nodes. A node using the context information can
check whether the neighbor’s current behavior is affected by a
nearby adversary before assigning a reputation value. Different
tradeoffs have to be explored between the use of an increasing
number of cross-layer metrics and the introduced overhead and
delays. Unlike the reputation systems used for terrestrial sensor
networks, the following metrics should be considered in UANs:

2Due the recent advancements [52] in hardware technologies for underwater
sensors, collecting the aforementioned context information is not a difficult task.

1) trust calculations for sensors as well as the data they trans-
mit (to handle data modification attacks);

2) unique characteristics of acoustic links such as multipath
structure, packet error rate, or link loss rate; and

3) credibility of the third party recommendation (in cases
where indirect trust measurements are included in the rep-
utation system).

G. Node Cooperation and Mobility

To improve the efficiency of the described software defined
cognitive system, the cooperation of static and mobile nodes is
a key aspect to consider. Whenever possible, node mobility can
be exploited in a dynamic way to adapt the network topology
according to the ongoing attack and the quality of the com-
munication channel. This would make it possible to avoid the
presence of single point of failure and to enable efficient and
energy-saving data delivery in the network. Data muling solu-
tions can be explored to create mobile collection points, and
to cover connectivity holes in the network in the presence of
attacks such as jamming, sinkhole, and resource exhaustion.
Through the cooperation of the network nodes it is possible
to monitor and keep track of neighbor node operations when
reserving the channel and relaying messages, thus building trust
and reputation metrics for the underwater nodes. Unexpected
behaviors can then be detected. These include the following.
1) Too many/few packets getting in/out of a node, repeated
transmissions of obsolete packets or repeated transmission
requests addressed to the same node (replay and resource
exhaustion attacks).

2) Continuous dropping of the received packets after request-
ing to be selected as relays (sinkhole attack).

3) Fake advertising of a node as the best relay or continuous
forwarding of messages through the same node(s) while
other good relays are available (packet redirection).

4) Nodes advertising themselves in different parts of the net-
work (sybil and wormhole attacks).

IV. PROPOSEDARCHITECTURE

In this section, we present our proposed hybrid UAN architec-
ture with the objective of enhancing the robustness and security
of UANs. We describe how the proposed SDN-based hybrid
UAN architecture called “SUAN” will be benefited in terms
of robust deployment, secure and reliable communication, and
enhanced network management by using a combination of the
various techniques explained in Section III.

A. Architecture Overview
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Fig. 5 illustrates a high level layered structure of our proposed
SUAN architecture. The architecture is divided into three planes:
application, control, and data. The interaction between the three
planes makes use of the north-bound application programmable
interface (API) (between application and control plane) and the
OpenFlow (OF) protocol (between control and data plane) [54].
The application plane is responsible for application-related
tasks, e.g., data collection, QoS requirements definition, defin-
ing security policies. The control plane consists of logically cen-
tralized controllers called “primary OF-controller” configured
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Fig. 5. SDN-based hybrid UAN architecture.

at surface buoys (or any other surface asset with radio capa-
bility acting as a gateway, e.g., autonomous surface vehicles).
These controllers execute various networking services based on
the requirements of UAN applications running at application
plane. Finally, the data plane forms the networking infrastruc-
ture of UAN, and it consists of OF-enabled static underwater
sensors nodes called “OF-sensors” and mobile autonomous un-
derwater vehicles (AUVs) called “OF-AUVs.” These nodes are
used to perform data sensing and forwarding tasks. Addition-
ally, controlling capabilities can be deployed on these sensors,
thus implementing a secondary layer of control (“secondary OF-
controller”). Apart from sensing and message forwarding, these
secondary OF-controllers also executes a subset of primary OF-
controller’s functionalities. The size of this subset depends on
the resource availability at each class of nodes.3The secondary
OF-controllers are mostly used to perform the essential com-
munication functions (such as installing forwarding rules on
OF-nodes for routing) at data plane. However, if the primary
OF-controller becomes unreachable, they can be used to select
the strategy to perform the required tasks based on the local
information they have.
In what follows, we detail the three planes of the proposed

SUAN including their various elements (i.e., hardware and soft-
ware), functionalities, and interactions with each other.
1)Application plane:This plane consists of a set of cus-
tomized UAN applications such as seismic monitoring,
underwater surveillance, and oceanographic data collec-
tion. With the help of the control plane, application plane
is abstracted from the underlying network devices and
communicating protocols, thus enabling the sharing of
networking resources among multiple applications. The
controller communicates with the network management
service applications residing at surface buoys, and the
customized UAN applications residing at the surface or
onshore sink, by using a set of APIs called “SDN north-

3More controlling capabilities will be deployed on OF-nodes with more
resources. Usually AUVs have more computational and storage capability with
respect to regular sensors.

bound APIs.” With the help of these APIs, various UAN
applications could use the same UAN network without in-
terfering with the functionalities and performance of other
UAN applications running in parallel.

2)Control plane:

CMRE Reprint Series

This plane consists of a centralized logical
unit, and a set of network management service modules
(please see Fig. 5), both residing at logically centralized
primary OF-controller(s). The control plane objective is
to allow various customized UAN applications to access
and manage underlying networking infrastructure based
on their set of requirements. In SUAN, the primary OF-
controllers collect data from underlying OF-nodes and
secondary OF-controllers, and it exhibits control logic to
manage network elements and their functionalities at data
plane by using OF protocols (also called “SDN south-
bound APIs”). For this purpose, in SUAN, the control
plane should be able to differentiate between four types
of messages, that it receives from the data plane.
a) Routing messages that are sent when a route is re-
quired by an OF-node.

b) Service messages that contain data collected us-
ing node cooperation and context-aware techniques.
These techniques include contextual information,
i.e., link or node behavioral information, and any
other specific information required by network ser-
vices running on OF-controllers.

c) Topology update messages, i.e., periodic messages
sent to OF-controllers. These messages includes the
recent changes in network topology. To keep the
overhead to minimum, an OF-node will not send
these message, if no change in its neighbor set has
been seen when compared to the previous update
message.

d) Data messages that contain data from sensors.
In SUAN, multiple primary OF-controllers are de-
ployed to enforce a more robust and distributed
design. These controllers are equipped with more
resources as they need to perform heavy process-
ing tasks which includes large scale data collection,
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processing and storage, and the execution of vari-
ous networking services such as QoS-aware routing,
security policy enforcement and mobility handling.

3)Data plane:In SUAN, an OF-node is configured with
following: 1) a forwarding table that consists of a set of
forwarding rules required for the routing of messages, 2) a
neighbor table that keeps information about neighbor (one
or more hops away) nodes, and 3) the OF communica-
tion module (OF-COM) that facilitates data receiving and
transmission operations with control plane devices. The
OF-COM is configured with multiple software and hard-
ware front-ends, thus it can simultaneously support other
UAN communication technologies such as optical and ra-
dio communications along with the acoustic communica-
tions. The cognitive component at data plane devices make
use of the software-defined modems to perform run-time
switching between the available communication technolo-
gies. For instance, as shown in Fig. 5, the OF-COM
could use acoustic channels for transmission of long-range
single-hop messages (i.e., data communication between
primary and secondary OF-controllers), while optical or
radio channels could be preferred for short-range multihop
transmissions (i.e., transmitting sensing data to sink). As
mentioned before, few of the resourceful OF-nodes can be
provided with a subset of controlling capabilities. These
secondary OF-controllers are equipped with basic services
required for minimal communication, such as evaluation
and installation of forwarding rules on OF-nodes. Sec-
ondary OF-controllers can be also provided with enhanced
controlling capabilities (depending on the node resources)
to act as primary OF-controllers. This enables ensurance
of the continuity of operations in the network when the
communication with the surface stations is compromised.

B. Fault Tolerance, Mobility Management,
and Overhead Minimization

Terrestrial SDN systems are mostly centralized solutions
where all the decisions are offloaded to one or more controllers,
which are able to communicate with each other. In SUAN, this
original design is modified to cope with the channel unreliability
typical of UANs. Different levels of control are assigned in the
network in the form of primary and secondary OF-controllers.
This helps in distributing the load in the network and in avoiding
the presence of a single point of failure in the system.
In an ideal scenario, the primary OF-controller will always

be able to collect the required data and to provide network OF-
nodes4the optimal strategies and solutions to use, based on
the acquired global view of the network. In scenarios where the
communication channel is highly unreliable (due to the environ-
mental conditions or to the on-going attacks) and communica-
tion with the primary OF-controllers is compromised for some
time, the secondary OF-controllers have to take actions accord-
ing to their local knowledge (i.e., existing information received
by the other nodes and controllers). This may lead to suboptimal
solutions ensuring however the continuity of operations in the

4OF-nodes refers to both static OF-sensors and mobile OF-AUVs.

network. Additionally, the presence of a distributed level of con-
trol makes it possible to reduce the number of control messages
exchanged in the network. Each sensor node can communicate
with the nearest OF-controller to obtain updated routes and to
provide the collected measurements, without necessary reach-
ing the primary OF-controllers all of the times. Moreover, the
number of control messages exchanged in the SUAN can be
proportional to the level of communication reliability and secu-
rity required by the specific mission and application scenario.
When reducing the number of services provided by the con-
trol plane in the network (see Fig. 5), fewer control messages
need to be transmitted in the network at the cost of reducing the
communication reliability and security of the network.
The distributed level of control is therefore used by SUAN
to increase the robustness of the network and to minimize the
introduced overhead. At the same time, SUAN uses the cross-
layer design5to employ adaptive strategies that are able to select
the best waveform, error correction algorithm, and other phys-
ical layer parameters to use. To minimize the exchange of con-
trol information, this selection can be performed locally at the
node and near it, depending on the channel conditions and QoS
requirements. Similarly, various medium access control solu-
tions can be selected and configured in real-time (depending on
physical layer information and QoS) to reduce the introduced
overhead and delay, and to increase the probability of message
delivery. This selection can be again performed locally at the
node and near it. As soon as the global picture of the system
can be built at the primary OF-controller, new and better deci-
sions can be distributed in the network. These decisions may
include network coding strategies, packet fragmentation and
reassembling, level of redundancy for specific classes of data
messages, cryptographic parameters, path planning for mobile
nodes. Cluster-based solutions can be also considered to effi-
ciently distribute the controlling capabilities in the network.
To avoid the presence of connectivity holes and a single point
of failure in the network, moving nodes can be effectively used to
adapt the network topology according to the needs. Mobile sinks
can be used to improve the data collection process and mobile
OF-controllers (underwater and surface vehicles) to increase the
coverage on the other nodes of the network. However, due to
node mobility and to channel unreliability, the available com-
munication links may change over time. To effectively select
the best strategies to use, the OF-controller requires an updated
view of network topology and resources. For this purpose, the
OF-nodes need to send periodic information update messages
to the OF-controllers (control packets or control information
in piggybacking to regular data packets), this may increase the
control overhead in the network. Similarly, the secondary OF-
controllers should receive periodic updates from primary OF-
controllers to ensure that all the OF-controllers in the network
have same view of the underlying network topology. Therefore,
efforts to minimize the control overhead must be sought along
with an adequate tradeoff between the QoS of the communi-

5
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Note that usually underwater nodes are provided with good energy, memory,
and computational resources. The exchange of many messages locally at the
node between the different modules and layers of the protocol stack, as also
presented in [27] and [42], does not seem to represent a bottleneck for the
proposed architecture.
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Fig. 6. SUAN example instance.

cation process and the control overhead in the network. The
use of optimal number and placement of mobile nodes and OF-
controllers in SUAN should be considered to effectively reduce
the control overhead.
For all the scenarios presented so far, when no known routes

are available, an alarm should be triggered and flooding or mul-
tipoint relay-based algorithm [55], [56] (i.e., traditional routing
algorithms) should be employed, thus exploring node coopera-
tion to deliver the intended data. This again comes at the price
of an increased overhead and usage of resources in the net-
work. Delay-tolerant networking (DTN) approaches [57], [58]
can be also considered, depending on the application’s QoS
requirements. As a general rule, DTN strategies forward data
opportunistically, typically exploiting the mobility of nodes, to
have packets routed to otherwise unreachable portions of the
network. The use of these strategies enables reduction of the
usage of resources at the price of longer delays.

C. Security Analysis

We now discuss the effectiveness of our proposed SUAN ar-
chitecture in tackling an array of security attacks in underwater
networks. We suggest the possible strategies that use the coop-
eration of various approaches presented in Section III to detect
and mitigate an attack in UAN. Let’s assume a small SUAN sce-
nario depicted in Fig. 6 to clearly understand the effectiveness
of SUAN while addressing an attack. As shown in Fig. 6, the
SUAN consists of 17 OF-nodes (S1,S2, ...,S17) out of which,
three more capable (in terms of available resources) nodes (i.e.,
S3,S9, andS17) will act as secondary OF-controllers, three
will act as adversary nodes (A1,A2, andA3), and one6will act
as primary controller (PC1). Considering Fig. 6 as an example
SUAN scenario, we now discuss various methods that can be
adopted to detect and countermeasure a security threat in SUAN.
In particular, we will explore possible ways to use the function-
alities of SUAN to dynamically handle an attack at data plane.

6In practical scenarios, multiple primary OF-controllers needs to be deployed
as shown in Fig. 5 to avoid a single point of failure.

1)Jamming attack:When nodeS4wants to send data mes-
sages to a sink node (such asPC1),S4checks its
forwarding table for matching rules, and based on the
search result, it sends the message toS1. Assume thatA2
is performing a jamming attack on linkS4→S1, there-
foreS4will believe thatS1is no longer its neighbor, and
it needs to send a routing message toPC1to get a new
route. In an ideal case,S4knows how to reachPC1(us-
ing a secondary suboptimal route throughS7orS9). Once
PC1receives the request, it can compute the new routes.
A security service running atPC1could raise an alarm
at this point, as it will observe that the newly calculated
best route is same as the old one (i.e., throughS1), which
has not been used. A number of such consecutive alarms
for the routing messages received fromS4indicates mali-
cious activity on linkS4→S1. This information is then
shared byPC1with the secondary controllers operating
in that area. While, in the case whereS4has no active
route to reach the primary controller, novel routes can be
obtained by the secondary controllers, similarly to what
described forPC1. If no routes are available to reach
any controller,S4could use flooding or multipoint relay
routing to inform the rest of the OF-nodes and find a path
towards a controller (secondary or primary). At the same
time, nodes in the jammed area can detect an increase
noise level and exchange information (selecting the most
suitable modulation and coding scheme) to determine if
an alarm has to be triggered and reported to the OF-
controllers. Furthermore, the node cooperation, the use
of multiple communication interfaces and the availability
of mobile nodes can be explored to deliver the intended
messages in the network against the jammer. In particular,
the use of SUAN architecture helps the OF-controller to
make an optimal decision7to avoid or mitigate the jam-
ming attack. For instance, the OF-controller might not
use the multipath routing approach [11] to avoid the jam-
ming link(s) as it detects higher overhead in its usage, and
the controller suggests some other approach to handle the
jamming such as the use of a spread spectrum technique
or temporary muling data with a mobile AUV.

2)Wormhole and ID-spoofing attacks:In SUAN, launching a
wormhole attack is not possible as the OF-controllers will
not include the nodesA1andA2in any of the evaluated
routes because these nodes are not registered8with the OF-
controllers. An attacker can still perform the wormhole
attack by spoofing the ID of genuine OF-nodes. However,
the spoofing or impersonation attacks can be easily de-
tected in SUAN with the help of the OF-controller, which
can identify a possible ongoing attack during the next few
updates of global network topology information. In partic-
ular, if the controller receives consecutive (to tackle mo-
bility induced changes) topology update messages from
the OF-nodes all indicating that a same ID node is in the
neighbor set of two or more far away OF-nodes, it will
raise a security alarm. For instance, in Fig. 6, ifA1imper-

7The decision is based on the recently available information that is gathered
at different layers of SUAN architecture.
8
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In SUAN, the controllers keep details (such as ID) of each OF-nodes that is
deployed at data plane.
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sonateS7thenS7will be shown as neighbor ofS4and
S13. With the help of the global network view informa-
tion, the security services at OF-controller will identify
this anomaly (i.e., two far away OF-nodes have the same
neighbor node), thus suspecting a possible malicious ac-
tivity in the network. A similar anomaly, if detected, could
also point towards an ongoing sybil attack in the network-
ing infrastructure. Once this anomaly is detected, the con-
troller can trigger the use of context-based technique dis-
cussed in Section III-E, to verify, whether the node claim-
ing to be a neighbor is real or just impersonating. For this
purpose, the OF-nodes have to collect context informa-
tion and share it with the OF-controllers, or the OF-nodes
can exchange the context with each other and perform
the copresence detection locally. We believe that the pro-
posed context-based technique can adequately tackle a
relay attack in the presence of a dynamic topology (due
to mobility) with long and varying propagation delays.

3)Blackhole and sinkhole attacks:An OF-node that is un-
der the control of an adversary could perform a blackhole
or sinkhole attack by discarding (all or few), the mes-
sages it receives for forwarding. In SUAN, such an attack
not only cause packet drops, but it also disrupts the whole
communication system by dropping the control messages,
thus leaving the global topology view information at con-
trollers in an inconsistent state. To detect this attack, node
cooperation techniques installed on the neighbor nodes of
the attacker should observe and report the malicious be-
havior of the attacker to the nearest OF-controller. Once
detected, the OF-controller can isolate the attacker node
from all the active routes. For instance,A3is intention-
ally dropping all the packets that it receives for forward-
ing fromS14. By using node cooperation, nodesS7and
S12could observe and report the following anomaly to
the controller: Messages sent fromS14with next hop
A3and destinationPC1,butA3performs no further
action. To perform such node cooperation functions, the
OF-nodes need to stay awake and do small processing
continuously, this causes extra overhead on the resource
limited OF-nodes. Therefore, we suggest that the primary
OF-controllers should dynamically activate (or deactivate)
various node cooperation functions based on the commu-
nication performance at data plane. Similarly, with the
help of node cooperation and cross-layering techniques
running on the OF-nodes, other attacks such as selfish-
ness (i.e., denying forwarding of messages to save own
resources) and misbehaving (i.e., disseminating false net-
work control information) could be identified and reported
to the controller to perform adequate countermeasures.

4)Replay and resource exhaustion attacks:The replay attack
leads to network state inconsistencies and waste scarce
network resources. The node cooperation techniques
could be made responsible for monitoring, detecting, and
reporting such anomaly (i.e., a node transmitting packets
with very high frequency or same packets multiple times)
to the OF-controller. The anomaly detection techniques
should be lightweight due to the resource constrained
nature of OF-nodes. Apart from the attacks on data
plane, an adversary could also target the controller

resources (i.e., processing power, memory, and energy).
For instance, an adversary could send a large number
of routing messages asking for new routes to various
destinations to exhaust the resources of the controller,
thus launching a DoS attack. The use of distributed
and multiple layers of OF-controllers in SUAN helps in
combating with resource exhaustion attacks. For instance,
if thePC1is not able to satisfy all the requests that
it receives from OF-nodes due to resource exhaustion
(either caused by an adversary or high network traffic),
the secondary controllers (i.e.,S3,S9, andS17) can
temporary act as primary controllers for load balancing
purposes. OF-nodes showing anomalies in the triggered
requests can be put in quarantine (i.e., not considered in
the network operations) for some time while addressing
if further actions have to be taken. Once a node is proven
to be not trusted anymore, it will be permanently isolated
thus avoiding the waste of resources in the network.

The feasibility of the aforementioned possible solutions for
various attacks in SUAN highly depends on the proper func-
tioning of the security services running at OF-controllers, which
in-turn depends on the correctness and reliability (i.e., quality
and timeliness) of the control information received or gath-
ered from the underlying OF-nodes. For instance, an adversary
could hack an OF-node to perform the ID-spoofing or blackhole
attack. Now, to detect an ongoing spoofing attack in SUAN,
the OF-controller uses the network topology information that
it receives from a set of consecutive topology messages. Sim-
ilarly, to detect a blackhole node, the OF-controller relies on
the neighbor nodes of the attacker that should observe and re-
port the malicious behavior (i.e., void transmissions/forwarding
from a node). In particular, the detection time and accuracy
(i.e., false positives or false negatives) of attack detection solu-
tions in SUAN relies on the availability of the required net-
work control information at OF-controllers. As detailed in
Section I, differently from terrestrial radio networks, the un-
derwater communication channel is highly unreliable with high
propagation delays and bit error rates. Gathering the required
information to keep the global view at OF-controllers up-to-
date is therefore a challenging task. However, we believe that
the required control information can be acquired in SUAN as
discussed in Section IV-B, thus enabling the use deployment of
robust, secure and reliable UANs. In the case of a high degrada-
tion in the network communication capability, a suitable tradeoff
between the level of security provided and the number of control
messages required in the network can be defined according to
the mission profile.

D. Design Challenges

The proposed SUAN architecture aims at providing reliable,
secure, and controlled communication system for underwater
networks. However, there are a set of issues that needs to
be addressed in order to ensure proper deployment and
functionality of SUANs. To this end, we identify the following
design challenges.
1)Controller robustness:
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for routing and other network services. In SUAN, the
more demanding control capabilities resides on primary
OF-controllers (surface stations) and a subset of more
capable OF-nodes, acting as secondary controllers. The
optimal placement of OF-controllers is required to mini-
mize the initial routing delay caused in route calculation
and installation processes used in SUAN, specifically for
delay-sensitive UAN applications. Furthermore, the sur-
face buoys are more vulnerable to physical attacks such
as tempering. Along with the optimal placement, identi-
fying the required number of OF-controllers has to be de-
termined effectively by considering the tradeoff between
communication reliability, cost, and delay. The actions
performed by primary controllers have to be monitored
as well to ensure that no malicious behavior has been in-
jected on some of these controllers. However, this task
is made easier by the possibility to use radio link to ex-
change control information between the various primary
controllers and detect possible anomalies.
Depending on the considered application scenario, it could
be also possible to make use of mobile underwater plat-
forms to implement primary OF-controller capabilities.
These mobile nodes could stay submerged, thus main-
taining covertness of operations, and they could surface
when it is required to communicate with the C2 station.

2)Energy-aware networking:In SUAN, the OF-nodes
have limited energy resources, and these nodes have to
perform routing for data as well as control messages
(i.e., routing and topology packets), thus it is essential to
develop the energy-aware traffic engineering solutions.
Along with the information about global topology of
underlying communication network, the OF-controller
should also keep a global/local view of the residue energy
and the link bandwidth. By using this information, the
OF-controllers can take efficient routing decisions for
individual dataflows, and at the same time, they can also
ensure that the selected routes are energy-efficient, thus
maximizing the network lifetime. In addition, the OF-
nodes with lower remaining energy could be identified,
and the OF-controller could send mobile platforms (e.g.,
AUVs) in the proximity to offload OF-nodes. This would
make possible to balance the energy consumption and
energy harvesting in the overall network. Furthermore,
the distributed nature of SUAN should be efficiently ex-
ploited to keep the control overhead (between OF-nodes
and OF-controllers) to the minimum. For instance, an
OF-node could always be able to connect with its nearest
OF-controller to get the desired services.

3)Scalability:Since the SUAN architecture uses a set of OF-
controllers interfacing with multiple OF-nodes, this opens
possibilities for the OF-controllers to become a communi-
cation bottleneck in situations, where the network scales
in terms of traffic and number of OF-nodes. When few
secondary OF-controllers are deployed, a large number
of routing and topology control messages along with the
data packets received from OF-nodes can overwhelm the
controllers. An adversary can further escalate the situation
by sending fake control messages to the OF-controllers,
thus causing a DoS attack by exhausting controller re-

sources. Even in the absence of an adversary, as the net-
work size increases, the number of messages received
by an OF-controller increases significantly, thus the bot-
tleneck tightens and network performance degrades. In-
creasing the number of secondary OF-controllers enables
creation of a decentralized control architecture to support
the scalability. However, in this case additional challenges
have to be considered and managed such as deployment
cost, employment of aligned strategies, convergence, and
an increasing number of controller instances.

V. CONCLUSION

In this paper, a hybrid UAN architecture is introduced to for-
tify security in UANs based on intelligent decision making at
the node and network level. Aspects of PLS, SDN, node co-
operation, cross-layering, context-awareness, and cognition are
envisaged in the proposed architecture to tackle an array of pos-
sible security attacks. In particular, possible strategies that lead
to the detection and countermeasure of various threats are pre-
sented and challenges related to energy efficiency, scalability,
and control overhead are outlined. Since this work is mainly fo-
cused on identifying security challenges and suggesting possible
solutions, many research issues remain wide open. Future work
will address these issues as we move toward the implementa-
tion and validation of the proposed solutions through computer
simulations and at-sea experimentation.
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